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Abstract Conventional biometric authentication systems simply store each user’s template as is on the
system. If registered templates are leaked, which cause the problem that the authentication system is tricky
to use them for authentication. We propose a kind of the technique that encrypts and stores the user’s
template using a ”fuzzy vault scheme,” and evaluate its security. In this paper, we apply the biometric
encryption using fuzzy vault scheme to a CELP-based speaker verification system. We come on a certain
attack that the biometric data is recovered from the same user’s multiple template data, and propose a
countermeasure against such an attack.
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